
Privacy and Personal Data

The EU Regulatory Framework



Privacy law in a nutshell

• Privacy right in the ECHR
– Art. 8 ECHR / European Court of Human Rights

• Personal data protection law• Personal data protection law
– EC Directive 95/46 / National transpositions

• Privacy protection in electronic communications
– EC Directive 2002/58 / National transpositions



1. Privacy in the ECHR 

• Background
– Context
– Convention
– European Court

• Article 8
1. Everyone has the right to respect for his private and family life, his home and his 1. Everyone has the right to respect for his private and family life, his home and his 
correspondence.

2. There shall be no interference by a public authority with the exercise of this right except such 
as is in accordance with the law and is necessary in a democratic society in the interests of 
national security, public safety or the economic well-being of the country, for the prevention of 
disorder or crime, for the protection of health or morals, or for the protection of the rights and 
freedoms of others.

• “Horizontal” application: proportionality, legality, legitimacy

• Positive action 



2. Personal data protection law

• Specific legal provisions on (e.g.):
– Proportionality
– Legitimacy
– Transparancy
– Security
– Liability– Liability
– International transfers

• Extremely broad scope
– Conceptual framework: “personal data”
– Territorial scope: “use of equipment”

• Divergent interpretation/application/enforcement



3. Privacy in e-communications

• Legal provisions on (e.g.):
– Traffic & location data
– Access to users’ devices
– Non-solicited e-mail
– Security breach notification– Security breach notification
– Data retention (Directive 2006)

• “Low quality” legislation 
– Unclear concepts, contradictions, rules without enforcement 

mechanisms, constitutional problems, difficult or impossible 
implementation, etc. 



Discussion

• All negative?
– Data protection commissioners 
– ...

• Doesn’t  Art. 8 suffice?
– I v. Finland
– Reklos & Davourlis

– New flood of sector-specific privacy-related rules (e-
government, e-health platforms, ...)

• Does privacy have a future?
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